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DETAILED ACTION 

Priority 

1 . Applicant's claim for benefit of foreign priority under 35 U.S.C. 1 1 9 (a) - (d) is 
acknowledged. 

The application is filed on 7/20/2005 but is a 371 case of PCT/IB03/03622 
application filed 12/24/2004 and has a foreign priority application filed on 1/24/2003. 

Claim Objections 

2. Claim 9 is objected to because of the following informalities: "A playback and/or 
recording apparatus (400) comprising a device (101) as claimed in claim 8 " should be 
"The device of claim 8, comprising a playback and/or recording apparatus". Appropriate 
correction is required. 

3. Regarding claim 1 , 3, 8 and 9, the drawing numbers, such as "a storage medium 
(101)" as recited in the instant claim, are suggested to be removed to minimize the 
dependency between the claims and the drawings so that any number changed in the 
drawing would not mutually impact the other number used in the claims. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 
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4. Claim 10 is rejected under 35 U.S.C. 101 because these claims are directed to 
" A computer program product" , which is merely an example of functional descriptive 
material, (i.e. software, per se), and is nonstatutory under 35 USC 101 . By not limiting 
the computer program product to being stored on a computer readable storage medium, 
there is a lack of the required functional and structural interrelationship between the 
software and the computer storage medium that permits the functionality of the software 
to be realized upon access by a processor. This ability is what underlies the ability to 
provide a practical application. Warmerdam, 33 F.3d at 1361, 31 USPQ2d at 1760. In 
re Sarkar, 588 F.2d 1330, 1333, 200 USPQ 132, 137 (CCPA 1978). See MPEP § 2106 
(IV.B).1(a). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 1,2,3 and 7 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Linnartz (U.S. Patent 6,209,092), in view of Lotspiech et al. (U.S. Patent 
6,888,944). 
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As per claim 1 , Linnartz teaches a method of granting access to content on a 
storage medium, comprising: 

obtaining cryptographic data (Y) from a property of the storage medium (Linnartz: 
Figure 4 / Element 41 & Column 6 Line 2-4, Column 5 Line 63 - 67, Column 8 Line 
60 - 67, Column 10 Line 47 - 49: (a) one of the supplemental information (i.e. a 
medium mark P) on the storage medium with a predetermined value associated a 
cryptographic function for decryption purpose is qualified as a cryptographic data (b) 
this medium mark P is recoded on a special wobble of a track with pit-jitter modulation 
technique is considered as a "property" of the storage medium (Linnartz: Column 5 
Line 59 - 60). This supplemental information is obtained from the storage medium as 
variations in measuring a physical parameter of the storage medium and one way to do 
this is through the use of a so-called "wobble" (a special modulation pattern on a 
particular track), as taught by Linnartz (Column 8 Line 60 - 67), which is also 
consistent with the disclosure of the specification of the instant application (SPEC: 
Pagel Line 19-22)); 

reading helper data (W) from the storage medium (Linnartz: Column 6 Line 5: the 
second piece of the supplemental information (i.e. a watermark W) is simultaneously 
embedded with the content of the storage medium is considered as helper data (W). 
Examiner notes Linnartz teaches a storage medium contains two different types of 
tracks such as wobble track (or a "property" track as recited in the claim) and a regular 
track that stores the data content, where a medium mark P and a watermark W resides 
on the wobble track and the regular tracks, respectively). 
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However, Linnartz does not disclose expressly "granting the access based on an 
application of a delta-contracting function to the cryptographic data (Y) and the helper 
data (W)". 

Lotspiech teaches granting the access based on an application of a delta- 
contracting function to the cryptographic data (Y) and the helper data (W) (Lotspiech : 
Column 2 Line 26 - 33, Column 4 Line 49 - 57 / Column 7 Line 7 - 13 and Column 3 
Line 7-9: Lotspiech teaches using typical "error-correcting code" technique to 
generate sets of encryption key for a player-recorder apparatus with hamming distance 
between two sets of keys, where the stored (a) compact generating function 
characterized by Generating Matrix [G] is qualified as a delta-contracting function, (b) 
the index of the last define set of key is qualified as the cryptographic data (Y), and (c) 
the redundant bits portion associated with the Generating Matrix [G] used by typical 
error-correcting code technique related to hamming distance is qualified as the helper 
data (W) - This is also consistent with the disclosure of the specification of the instant 
application (SPEC: Page 1 1 Line 15 - 16: the redundancy bits are taken directly from 
the helper data ), (d) access to content data is granted implicitly with correctly 
generated decryption key so that the encrypted content can be decrypted correctly and 
otherwise, decryption would fail and no proper output can be obtained (i.e. access is 
denied) if the generated decryption key is incorrect (Lotspiech : Column 3 Line 7 - 9)). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Lotspiech within the system of Linnartz 
because (a) Linnartz teaches storing the supplemental information on the player- 
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recorder apparatus for generating decryption keys to prevent pirated copies of content 
(b) Lotspiech teaches an effective mechanism to store / retrieve the cryptographic 
security keys with a compact data storage structure of crucial key elements for an 
authorized player-recorder apparatus (Lotspiech : Column 1 Line 18-24, Column 2 
Line 10-15 and Column 7 Line 7-13). 

As per claim 2, Linnartz as modified teaches deriving a decryption key (K) for 
decrypting the content at least from the application of the delta-contracting function 
(Lotspiech : Column 2 Line 26 - 33, Column 4 Line 49 - 57 / Column 7 Line 7 - 13 and 
Column 3 Line 7-9: Lotspiech teaches using typical "error-correcting code" technique 
to generate sets of encryption key for a player-recorder apparatus with hamming 
distance between two sets of keys, where the stored compact generating function 
characterized by Generating Matrix [G] is qualified as a delta-contracting function). 

As per claim 3, Linnartz as modified teaches deriving the decryption key (K) 
further from data supplied by a playback or recording apparatus (Lotspiech : Column 4 
Line 58 - 62: device serial number). 

As per claim 7, Linnartz as modified teaches the delta-contracting function 
involves a combination of a matrix multiplication on the cryptographic data (Y), a linear 
addition of at least a portion of the helper data (W), a quantization in which 
the quantization areas are defined by a portion of the helper data (W), and 
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error correction decoding (Lotspiech : Column 2 Line 26 - 33, Column 4 Line 49 - 57 / 
Column 7 Line 7-13 and Column 3 Line 7-9: Lotspiech teaches using typical "error- 
correcting code" technique to generate sets of encryption key for a player-recorder 
apparatus with hamming distance between two sets of keys, where the stored (a) 
compact generating function characterized by Generating Matrix [G] is qualified as a 
delta-contracting function, (b) the index of the last define set of key is qualified as the 
cryptographic data (Y), and (c) the redundant bits portion associated with the 
Generating Matrix [G] used by typical error-correcting code technique related to 
hamming distance is qualified as the helper data (W) - This is also consistent with the 
disclosure of the specification of the instant application (SPEC: Page 1 1 Line 15-16: 
the redundancy bits are taken directly from the helper data ); which is also qualified as 
a quantization in which the quantization areas related to the hamming distance 
associated "quantization tolerance"). 

6. Claims 4, 5, 6, and 8 - 10 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Linnartz (U.S. Patent 6,209,092), in view of Lotspiech et al. (U.S. 
Patent 6,888,944), hereafter referred to as Lotspiech - 944 with " incorporated by 
reference" of Lotspiech et al. (U.S. Patent 6,118,873), hereafter referred to as Lotspiech 
-873. 



As per claim 8, Linnartz teaches a device arranged for granting access to content 
on a storage medium, comprising: 
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first reading means for obtaining cryptographic data (Y) from a property of the 
storage medium ((Linnartz: Figure 4 / Element 41 & Column 6 Line 2-4 and Column 5 
Line 63 - 67, Column 8 Line 60 - 67, Column 1 0 Line 47 - 49: (a) one of the 
supplemental information (i.e. a medium mark P) on the storage medium with a 
predetermined value associated a cryptographic function for decryption purpose is 
qualified as a cryptographic data (b) this medium mark P is recoded on a special 
wobble of a track with pit-jitter modulation technique is considered as a "property" of 
the storage medium (Linnartz: Column 5 Line 59 - 60). This supplemental information 
is obtained from the storage medium as variations in measuring a physical parameter 
of the storage medium and one way to do this is through the use of a so-called 
"wobble" (a special modulation pattern on a particular track), as taught by Linnartz 
(Column 8 Line 60 - 67), which is also consistent with the disclosure of the 
specification of the instant application (SPEC: Page 1 Line 19 - 22) ): 

second reading means for reading helper data (W) from the storage medium 
(Linnartz: Column 6 Line 5: the second piece of the supplemental information (i.e. a 
watermark W) is simultaneously embedded with the content of the storage medium is 
considered as helper data (W). Therefore, considering the structure of the reading 
means, Linnartz teaches a storage medium contains two different types of tracks such 
as wobble track (or a "property" track as recited in the claim) and a regular track that 
stores the data content, where a medium mark P and a watermark W resides on the 
wobble track and the regular tracks, respectively). 
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However, Linnartz does not disclose expressly access control means for granting 
the access based on an application of a delta-contracting function to the cryptographic 
data (Y) and the helper data (W). 

Lotspiech - 944 teaches access control means for granting the access based on 
an application of a delta-contracting function to the cryptographic data (Y) and the 
helper data (W) (Lotspiech - 944 : Column 2 Line 26 - 33, Column 4 Line 49 - 57 / 
Column 7 Line 7-13 and Column 3 Line 7-9: Lotspiech - 944 teaches using typical 
"error-correcting code" technique to generate sets of encryption key for a player- 
recorder apparatus with hamming distance between two sets of keys, where the stored 
(a) compact generating function characterized by Generating Matrix [G] is qualified as 
a delta-contracting function, (b) the index of the last define set of key is qualified as the 
cryptographic data (Y), and (c) the redundant bits portion associated with the 
Generating Matrix [G] used by typical error-correcting code technique related to 
hamming distance is qualified as the helper data (W) - This is also consistent with the 
disclosure of the specification of the instant application (SPEC: Page 1 1 Line 15-16: 
the redundancy bits are taken directly from the helper data ), (d) access to content data 
is granted implicitly with correctly generated decryption key so that the encrypted 
content can be decrypted correctly and otherwise, decryption would fail and no proper 
output can be obtained (i.e. access is denied) if the generated decryption key is 
incorrect (Lotspiech - 944 : Column 3 Line 7 - 9)). (e) Additionally, Examiner notes 
the output of the delta-contracting function, as taught by Lotspiech - 944, that 
generates a set of device keys are used to decrypt the encrypted session secret 
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numbers and all of the decrypted session secret numbers are then hashed to produce 
a content session key (Lotspiech - 873: Column 6 Line 30 - 37 and Column 2 Line 10 
- 14) and Linnartz also teaches hashing (XOR) the seeds (i.e. secret numbers) 
coupled with a "one-way function" operation for a predetermined number of times (or 
cycles) in order to generate a control pattern to be validated against an embedded 
watermark (i.e. the generated content session key is equivalent to the control pattern to 
be validated against the embedded watermark (Linnartz: Column 8 Line 40-41) 
where the watermark / control pattern is embedded in the storage medium (Linnartz: 
Column 6 Line 5 - 6) - This is also consistent with the disclosure of the specification of 
the instant application that compares the result against the control value (V) stored on 
the storage medium ). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Lotspiech - 944 within the system of 
Linnartz because (a) Linnartz teaches storing the supplemental information on the 
player-recorder apparatus for generating decryption keys to prevent pirated copies of 
content (b) Lotspiech - 944 teaches an effective mechanism to store / retrieve the 
cryptographic security keys by using a compact data storage structure of crucial key 
elements for an authorized player-recorder apparatus (Lotspiech - 944 : Column 1 Line 
1 8 - 24, Column 2 Line 1 0 - 1 5 and Column 7 Line 7-13). 

As per claim 4, Linnartz as modified teaches the access is granted if the output of 
the delta-contracting function corresponds to a control value (V) recorded on the 
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storage medium (Lotspiech - 944: Column 4 Line 49 - 57 / Column 7 Line 7-13; 
Lotspiech - 873: Column 6 Line 30 - 37 and Column 2 Line 10-14; Linnartz: Column 
8 Line 26 - 40: (a) The output of the delta-contracting function, as taught by Lotspiech 

- 944, that generates a set of device keys are used to decrypt the encrypted session 
secret numbers and all of the decrypted session secret numbers are then hashed to 
produce a content session key, as taught by Lotspiech - 873, and (b) Linnartz also 
teaches hashing (XOR) the seeds (i.e. secret numbers) coupled with a "one-way 
function" operation for a predetermined number of times (or cycles) in order to 
generate a control pattern to be validated against an embedded watermark (i.e. the 
generated content session key is equivalent to the control pattern to be validated 
against the embedded watermark (Linnartz: Column 8 Line 40 - 41 ), where the 
watermark / control pattern is embedded in the storage medium (Linnartz: Column 6 
Line 5 -6)). 

As per claim 5, Linnartz as modified teaches applying a cryptographic function to 
the output of the delta-contracting function and comparing the output of the 
cryptographic function to the control value (V) (Lotspiech - 944: Column 4 Line 49 - 57 
/ Column 7 Line 7-13; Lotspiech - 873: Column 6 Line 30 - 37 and Column 2 Line 1 0 

- 14; Linnartz: Column 8 Line 26 - 40: (a) The output of the delta-contracting function, 
as taught by Lotspiech - 944, that generates a set of device keys are used to decrypt 
the encrypted session secret numbers and all of the decrypted session secret numbers 
are then hashed to produce a content session key, as taught by Lotspiech - 873, and 
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(b) Linnartz also teaches hashing (XOR) the seeds (i.e. secret numbers) coupled with a 
"one-way function" operation for a predetermined number of times (or cycles) in order 
to generate a control pattern to be validated against an embedded watermark (i.e. the 
generated content session key is equivalent to the control pattern to be validated 
against the embedded watermark (Linnartz: Column 8 Line 40 - 41 ) where the 
watermark / control pattern is embedded in the storage medium (Linnartz: Column 6 
Line 5 -6)). 

As per claim 6, Linnartz as modified teaches the cryptographic function is a one- 
way hash function (Lotspiech - 873: Column 6 Line 36; Linnartz: Column 8 Line 26 - 
40: (a) Lotspiech - 873 teaches using hash function to hash all of the decrypted 
session secret number to produce a content session key - Examiner notes a hash 
function with "one-way" operation such as MD5 is a well-known technique indicated 
herein as Applicant Admitted Prior-art (SPEC: Page 8 Line 15-16) that is desirable 
because there is no practical way to calculate a particular data input that will result in a 
desired hash value, so it is also very difficult to forge, (b) Linnartz also teaches hashing 
(XOR) the seeds (i.e. secret numbers) coupled with a " one-way function " operation for 
a predetermined number of times (or cycles) in order to generate a control pattern to 
be validated against an embedded watermark). 
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As per claim 9, Linnartz as modified teaches effecting the playback and/or 
recording if access is granted by the device (Lotspiech - 944 : Column 3 Line 7 - 9: to 
playback, the encrypted content must be decrypted correctly). 

As per claim 10, Linnartz as modified teaches a computer program product 
arranged to cause a processor to execute the method of claim (Lotspiech - 944 : 
Column 2 Line 19-22). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Longbit Chai/ 
Longbit Chai Ph.D. 
Primary Examiner, Art Unit 2131 
4/20/2008 



